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About the company

Name: Zumtobel Group (founded in 1950)
Headquarters: Dornbirn (AT)

Industry: lighting technology

Revenue: 1.209 MRD

Employees: 5500

Website: https://z.lighting/en/

SAP system in the project: SAP ERP

Objectives

The project at Zumtobel Group was aimed at
increasing the security and efficiency of the
company by redesigning authorizations. An
important objective of the project was to reduce
the number of roles and profiles in the system
while adhering to the minimum principle in order
to eliminate unnecessary access rights. In addition,
the introduction of job-specific functional roles
was desired by matching the authorizations to the
specific needs of the individual departments on an
international level.

In order to increase security, another goal of the
project was the implementation of an auditable
emergency user concept, which conveniently
allows key users and IT employees extended critical
authorizations for a limited period of time. Finally,
the best possible preparation for the upcoming
S/4HANA migration was essential to ensure a
successful migration for the company. Zumtobel
was already able to celebrate this success on one
of the clients, which was successfully migrated
together immediately after the go-live.
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Highlights
m Reduction in the number of roles and
introduction of job-related functional roles

m Efficient test phase with the help of productive
test simulation and minimization of risks
during go-live

m Best possible preparation for the subsequent
S/4AHANA migration

Challenges

The project faced some challenges, mainly
because the complex structure due to numerous
companies, partly non-harmonized processes
and the use of almost all common SAP modules
worldwide made it difficult to classify the large
number of users into areas and functions. The
XAMS Role Designer Module proved to be very
helpful for designing job roles.

The Role Designer made it possible to divide the
large number of users into areas and job functions
and to clearly structure the designed roles for
the project.

Efficient analysis tools in the Role Designer also
helped to design and build customized roles for
individual processes. By the end of the project,
the Role Designer had proven to be not only an
optimal role design tool, but also a project tool
that could be used to document and evaluate the
progress of the project.

The Role Replicator with all its mass processing
tools turned out to be the clear tool winner.
Whether it was the challenge of easily mapping
the complex organizational structure for more
than 50 companies and, based on this, replicating
template roles for each of these companies with
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just a few clicks, or even assigning role sets to
users en masse. The Role Replicator also proved to
be extremely useful with regard to the unwanted
assignment of transactions such as SE16, SM30
and SE38. Thus, Z-transactions could be created
quickly, and the workload could be reduced
considerably.

Throughout the project, the issue of security
could not be neglected, which was supported
in particular by using the XAMS risk framework.
In addition, individual customer specifications
were added to the rules in order to promote
transparency and to initiate required measures
such as control mechanisms.

Successes

Separate  add-on roles  for  important
authorizations, such as master data roles and key
user roles, enabled sensitive authorizations to be
restricted and cleansed. The use of the productive
test simulation with the airbag principle enabled
the project team to test for a sufficiently long time
with many users, in order to achieve solid and
reliable test data and to minimize risks during
the go-live phases. In addition, the implemented
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emergency user concept also contributed to
reducing the project pressure towards the end.
This ensured a smooth and successful transition.

An unexpected short-term achievement was
the successful migration of one of the clients,
which was migrated directly after the go-live. The
reduced number of roles as well as the increased
quality in terms of security and SU24-compliant
role building paved the way for a short project
duration. Within only a few months, all necessary
steps, such as the alignment of the role content
with the simplification list integrated in the XAMS,
the conversion of the S/4AHANA-related changes in
the roles and the new introduction of Fiori apps,
could be carried out. The tests mainly had to be
carried out only for new S/4 applications, which is
why nothing stood in the way of the go-live after
a short time. In time for the go-live, the Fiori App
Tracker, which was delivered with XAMS SP18 in
May 2023, could be deployed to identify used Fiori
IDs during an emergency session and to extend
them in the job roles as needed.

~We wanted to make our SAP authorization management system, which has grown over the
years, simpler and more transparent. At the same time, it was to be prepared for the upcoming

SAP S/AHANA implementation. It was clear to us that this project goal for 2500 users, who
use the various SAP modules and are distributed globally, would not be easy. That's why we
sought external support. Our two XITING consultants Vanessa Albuera and Jennifer Kraft already
supported us during the project planning. During the implementation, the XITING methodology
for creating the authorization roles worked extremely well. At the end of the project, we had
implemented a sustainable authorization management system, exactly on schedule and within
the project budget. Users who previously said ,it's a must’ are now convinced of the benefits of
the system. A great success for us! And a 5-star recommendation for XITING!"
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Hannes Schmid
Operations Business Process Data Management
Zumtobel Group
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